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It is no secret one of the biggest hurdles faced by
companies promoting e-commerce is user fears about
the privacy and security of personal information
disclosed on the Internet. Survey after survey in the US,
Europe and Australia indicate that security is a key
concern for consumers, businesses and other
stakeholders. While these perceptions exist we can
expect many users to shy away from e-commerce.

In this paper, Ernst & Young looks at the numerous
forces driving companies with e-commerce operations to
provide assurance their sites are secure and user privacy
is guaranteed. It also examines some of the difficulties
faced by companies implementing e-commerce
assurance solutions.
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for trust

E-commerceisevolving at an incredible
speed. Just over five years ago,
commentators were still speculating
about whether the Internet would
transform business. Today, the question
is not whether there will be
transformation, but what will the change
be tomorrow.

There are many stakeholders
influencing this rapid development of e-
commerce: businesses, consumers,
governments, organisations — and
cyber criminals. For thisreason, trust is
fast becoming one of the most valuable
currencies on the Internet.

E-businesses acknowledge this barrier
for many users. To publicly flag their
trustworthiness, and help users
overcome their online fear, many
businesses are now seeking a seal or
certificate of e-commerce assurance for
their web site.

Nowhere isthe Internet security
dilemma more pronounced than in the
burgeoning online shopping industry.
Itisafear that we can al relate to - the
feeling of trepidation you get after
entering your credit card details, with
finger poised to click the 'buy' button on
aweb site.

That fear is not without cause. Inthe
first three months of 2000, the
Australian Computer Emergency
Response team recorded more than
5,000 attacks on Australian systems' —
more than were recorded for the whole
of 1999. By taking advantage of a
simple hidden network problem, a cyber
criminal can obtain confidential
information such as client credit card
numbers, private information,
passwords, or possibly wipe out an
entire company with the click of a
button.

Thereis atheory that consumer fears
about online shopping will gradually
dissolve as more and more people are
exposed to Internet shopping. Ernst &
Young's global online retail research has
found that consumer fearsin countries
that are less engaged with e-commerce
are higher than in countries where
online shopping hasa

deeper penetration.

* The Canberra Times, 'Australia: Belt and braces approach to web security advised', 6/11/00.
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In Australia...credit card
security concern is the third
biggest factor discouraging
online buying,..

In Australia, credit card security
concern, although no longer top of mind
for consumers, is still the third biggest
factor discouraging online buying.
Clearly companies must take this issue
very serioudly. Especialy for bricks-
and-mortar companies coming online,
proactive security practices are vital to
protecting brand integrity and ensuring
consumer trust that has been established
on land.

Although consumer fears have reduced
over time Ernst & Young research in the
US indicates consumer trust has
plateaued. Infact, credit card security
concern isthe fourth biggest factor
discouraging online buying world-wide,
and 'guaranteed security' ranksthird as
the improvement consumers would most
like to see on the Internet.?

Also reflecting this distrust isthe
increase in consumer demand for online
control. Thisisindicated by recently
introduced web sites facilitating
anonymous purchases anywhere online,
such as privatebuy.com.

Clearly companies must take consumer
security and privacy concerns seriously
and resolve thisissue. With concern
levels so high, any e-business that can
demonstrate security and privacy for
customersimmediately gains a
significant competitive advantage.

2 From Global Online Retailing: An Ernst & Young special report, January 2001



at stake

E-businesses will earn trust by
delivering their customers expectations:
good product, clear and competitive
pricing, easy site navigation, consumer
support, independent product review,
privacy statements, sound systems and
reliable delivery. E-businesses can
independently and publicly verify their
delivery of many of these issueswith a
web seal.

It seems the public will respond to these f,_,--"""_'_ -

sedls. Ernst & Young's Online Retailing

Report found 80 per cent of consumer >
respondents are at |least somewhat more .
willing to use aweb site with encryption

capability or if it offers digital

certificates. However, while

41 per cent of Australian online retailers

believed having asea of approval on

their site would make consumers much

more likely to useit, only 15 per cent

of those surveyed in 2000 actually

had a sedl.




a wep seal

Asin the offline world, seals of
approval online are designed to foster
user confidence by ensuring abusiness
has agreed to follow a set of rules or
guidelines. While seals of approval are
designed to help Internet users identify
reputabl e businesses, they are not
ultimately a guarantee of good business
practice.

Most seal-bestowing organisations have
no binding enforcement mechanisms to
deal with offenders who break the rules,
no jurisdictional rights and the
protection they offer usersislimited.
Users may aso become skeptical as
they realise that the number of sedlsis
growing.

Yet, according to arecent Federa
Privacy Commissioner's report® , 'seals
could comeinto their own as a powerful
facilitator of globalisation of consumer
transactions if indeed they are able to
provide acceptable and enforceable
privacy protection across jurisdictions.’

While there may be some enforcement,
jurisdictional and perception hurdles to
overcome, with full e-commerce
assurance from independent, reputable
organi sations, web seals can ensure
security and privacy policies are
followed, aid market differentiation,
build and support brand strength,
support dispute resolution and offer
indemnification and regulatory
compliance.

Web Seals: A Review of Online Privacy Programs, A joint project of The Office of the
Information and Privacy Commissioner/Ontario and The Office of the Federal Privacy
Commissioner of Austraia, Venice, September 2000.



An Independent
seal of approval

The accounting industry globally
advocates a process of independent
verification such as WebTrust, which
has been developed by the American
Institute of Certified Practicing
Accountants and the Canadian Institute
of Chartered Accountants. In Australia
WebTrust is offered by the Institute of
Chartered Accountants Australia.
WebTrust certification is awarded only
if acompany passes an independent
examination of itssiteand of al its
business practices and procedures.

The historical model supporting the
need for independent verification, or
auditing, can essentially be found last
century. It was only after the 1929 stock
market crash that the US Securities and
Exchange Commission required
publicly traded companies to submit to
independent audits. This step was key to
bringing trust back into financial
markets.

When an independent party audits a
company, you have reasonable
assurance that the financial statements
are free from misstatement. It isthis
‘reasonabl e assurance' that is missing
from the onlineworld. Web sites are not
required to independently assure the
privecy of persona information or the
security and reliability of the technology
they use. Asaresult today's consumers
- like stockholdersin the 1920s, do not
know whether acompany is backing up
its words with deeds.




the shareholder view

The shift of funds into new economy
stocks means that professional investors
are scrutinising listed companies' e-
commerce strategies much more closely.
As has been the case for asignificant
period with the non-online economy, the
value of independent assuranceis
acknowledged as being critical by
investors as it provides comfort that the
fundamentals of good business are
being executed.

Those companies that don't measure up
against these criteriaare seeing their
share prices discounted in the market,

or worse, they are being shut down.
Thisisfurther reflected in the increasing
dominance of traditional businessesin
the online market place following the
technology market correction in

April 2000.



Suilding brand strength

Consumers need to trust abrand in order
to buy from itsweb site. After al, how
can they be surethe web siteisrun by a
real company, how do they know
whether their request for no marketing
information will be respected, how do
they know whether their personal
information will be kept private,
whether the company has the systemsto
order, deliver and bill onthe sale as
expected or that their credit card
information is secure?

The rampant activities of hackers and
the use of unrequested cookies and web
bugs—which collect click-stream data
to support high-pressure selling — on
many sites make it hard for online
consumersto trust the Internet asa
medium. An independent web seal lets
consumers know that they can trust a
site. Inturn, this can significantly build
brand strength and provide a key market
differentiator.

For some e-commerce businesses,
security and privacy can be instrumental
to the success of that business. A good
example is business-to-business

(B2B) exchange company
PaperExchange.com. This company has
captured a space in the highly
competitive US B2B market place and
sets a high security standard having
devel oped innovative tools to safeguard
the confidentiality of its members.




waiting In the wings

Despite the competitive pressures that
exist in e-commerce, user concerns and
the rapid growth of thisindustry, means
that government interest in its
development is also growing. If the
industry failsto quickly develop arobust
system of self-regulation then it is quite
possible that more governments will
begin legidating to implement their own
controls.

Governments have already legislated to
deal with privacy issues. On 1 January
this year, Canada enacted the Personal
Information Protection and Electronic
Documents Act, offering its citizens
sweeping protections.

In Australia, from 22 December this
year, organisations will need to comply
with the National Privacy Principles
embodied within the 1998 Federa
Privacy Act or have an approved privacy
‘Code of Practice'.

..there is an increasing
demand for effective
information security
management and ways of
protecting critical IT
assets,..

In response to e-security threats, thereis
an increasing demand for effective
information security management and
ways of protecting critical IT assets as
highlighted by the recent launch of the
AS/NZS Standard 4444. The standard
deliversknown levels of security, isa
safe method of information transfer,
allowsfor comparability aswell as
international mutual recognition and
flexibility, enabling adoption in arange
of industries.

By embracing a comprehensive self-
regulation model, businesses
complement existing government
legislation, minimising the threat of
over-regulation that may result in
impractical and burdensome
requirements.

The Australian Office of the Privacy
Commission has started ng seals
against the OECD Guidelines on the
Protection of Privacy and Transborder
Flows of Personal Data. It fedls,
‘objective assessment of the extent to
which seals provide acceptable and
enforceable privacy protection may be a
crucial factor in determining the degree

and speed with which they become more

accepted by consumers. Such
assessment could help consumers
differentiation between sealsthat offer
effective privacy protection and those
that offer only acompromise.’ *

The commission's report also states 'the
profile and potential importance of web
seals has been further heightened by the
recently announced Safe Harbour
Agreement reached between the
European Union and the United States.
The agreement identifies privacy self-
regulatory organisations (such as web
seals) as acceptable mechanisms for
determining compliance with its privacy
principles.’

The accreditation issue has for some
time also concerned the National
Electronic Authentication Council
(NEAC) in Austrdia. To address the
issueit is planning to create a national
assurance framework for electronic
authentication of products and services.
This framework is planned to contain the
costs of accreditation, exploit existing
knowledge and experience, ensure
technology neutrality and meet the redl
needs of e-business.

“From Web Seals: A Review of Online Privacy Programs, A joint project of The Office of the Information and Privacy Commissioner/Ontario
and The Office of the Federal Privacy Commissioner of Austraia, Venice, September 2000.



FInding the right
track towards trust

Thereis no simple template to follow to
build trust on the Internet. However, for
many e-businesses, providing users with
an independent assessment of online
assuranceis avauable start.

Just as acompany's financial statements
need to be independently audited on a
regular basis, so do its measures to
protect information security and privacy
given that acompany's systems are
constantly changing and so too isthe
Internet landscape.

A seal of assurance may prove to be an
effective tool in building trust with web
site users. By embracing a
comprehensive self-regulation model,
businesses complement existing
government legislation, minimising the
threat of over-regulation.

To maximise the investment in aweb
seal, companies need to understand
what each sedl offersand to choose a
reputable independent third party to
carry out the audit.

To get the full benefit of online
assurance, a company needs to
communicate itsinvestment in
assurance as effectively as possible,
providing a point of difference from
competitors and ensuring users are fully
aware of the benefit of using their e-
commerce services. A small number of
online businesses' have made this
commitment; otherswill surely follow
either by force or through need.
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