Welcome
Welcome to the Shavlik Network Security Hotfix Checker Professional II (HFNetChkPro II).  HFNetChkPro changes the way computer security updates are managed by allowing for centralized, real time, security patch monitoring: a key to good security.  HFNetChkPro provides both identification of missing patches and detailed information on the reason a security patch is needed to ensure greater application and proper installation of Microsoft product security updates -- a key step for network security.  This provides users of HFNetChkPro with significant, time-saving features not found in the version that Shavlik licenses to Microsoft. 
 

Step 1 - Main Screen Navigation
The Shavlik Technologies Network Security Hotfix Checker interface was designed with ultimate control coupled with user simplicity in mind.  The interface has several features included which make Network Administrator's jobs simpler when trying to locate missing patches and other security information for any machine on the network.
View the screen print below along with important navigation features highlighted to get a brief overview of the power of Shavlik Technologies Network Security Hotfix Checker.
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Highlighted Features
1. Scan Persistence - All scans are saved until the user deletes a scan.  This allows a Network Admin to compare scan results across scans easily.  Also, directly in the tree text for easy accessibility is the options used to run the scan.  The options coincide with the command line parameters of HFNetChkPro.exe.
2. Scan Categorization by Domains - Every domain scanned will be present in the tree.  This allows for sophisticated 'Drill-Down' capabilities allowing Network Admins to locate any machine with-in a few mouse clicks to examine the 'Security Health' of the products installed.
Note:  Every domain listed in the scan settings and every domain from a scanned machine will be added to the tree.
3. Machine Categorization by Product - Every machine scanned will also separate scan items by products.  This feature continues to carry out the mission that Shavlik Technologies Network Security Hotfix Checker will allow network administrators to drill down and find any security information they desire in a matter of a few mouse clicks.
4. Scan Categorization by Scanned Machines with Unknown Domains - Every machine successfully scanned with a domain name that could not be resolved will be placed in this node.  If the user clicks on this node, the list navigation pane in the user interface will populate with every machine along with the number of Missing Patches, Found Patches, Warnings, Notes, and Informational items.
5. Scan Categorization by IP Range - If the user supplies one or more IP ranges to scan in the Scan Settings Dialog (discussed below), all of them will be inserted in the tree navigation so that a network admin can easily find all machines of that range by simply clicking or expanding the IP Range Node (e.g '1.1.1.1-1.1.1.2') to find all machines successfully scanned within that range.
6. Scan Categorization by Machines Not Scanned - Every scan may or may not have machines that could not be scanned.  By clicking on the 'Machines Not Scanned' node, the list navigation pane will display each machine not scanned and the reason for scan failure.  This will allow network administrators to easily determine which machines may have been disconnected at the time of the scan and would require a re-scan to ensure network security.
7. Listing Navigation - The list navigation pane populates every time a new tree node is clicked on.  This feature provides several benefits to the user.  It allows the user to get a quick snap shot or summary of the selected node (e.g. If the user clicks 'Scanned Machines', a list of every machine will appear in the list navigation pane).  It also supports sorting to allow the user to find information more readily (e.g. If the user clicks 'Scanned Machines', then sorts on the 'Missing Patches' column, the user has located potentially the most vulnerable machine in two mouse clicks).  Finally, the column widths are user definable.  So, each user can size the columns to their preference and the application will correctly remember these settings.  Just another way, Shavlik Technologies Network Security Hotfix Checker tries to make the user's experience more productive.
8. Detailed Information - Every time the user clicks on an item in the list navigation pane, a detailed report will appear in the preview pane.  In the example above, the user has clicked on a Missing Patch and the preview pane has displayed all important information for that patch and provided direct links to Microsoft to download and install the patch.
Step 2 - Setting up Scan settings
The Shavlik Technologies Network Security Hotfix Checker interface provides a method for the user to quickly set up a powerful set of scan rules/settings to use when performing a network security scan.  The screens below illustrate each step included in configuring Scan Settings.  Note that several of the Scan Setting rules can be set before the scan (as described below) which will result in possibly a faster scan, however through the Network Security Hotfix Checker user interface, many of these same 'rules' can be applied by navigation through scan and machine categorization and/or by using the Report Criteria described below.  Finally, before describing each step, take notice that there is a menu option available from the main interface called 'Options-Remember Scan Settings'.  Every option described below will be persisted from scan to scan if this menu is checked. 
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Overview:  This tab allows users to set some 'high level' scan rules to be applied to the scanner while performing the scan.
1. Bulletins to Report On - The user can determine which type of bulletins to report on.
2. Scanner Settings - The user can configure what type of checks the scanner will perform.  Currently there are three types of scan checks:  a) Registry Checks, b) File Checksums, and c) File Versions.  The user can control two of these check and additionally can configure the scanner to ignore Note and Warning bulletins.
3. Thread Settings - The user can control the thread count of the scanner.  The higher the thread count, the faster the scan will perform, however there will be a larger load on the network as a result.
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Overview:  This tab allows network administrators to build custom files containing a list of machine names.  This tab provides users with the power of building scans only against machines of a specific type and located in a specific domain and/or IP Range.
1. File Name - This is the name of the file generated by this tab when the user clicks the >> button.  When the scan is complete, the file will be added to the Custom Files list and checked by default.
2. Server Type - Use the list of Server Type options to build your custom machine list file.  These options are not exclusive (e.g. if SQL Servers is checked and the domain is SHAVLIK as displayed, the build list process will enumerate every machine on the SHAVLIK domain to determine if SQL Server is installed.  If SQL Server is installed, then the machine name will be placed in the custom machine file.
3. In Domains - The user can look for any type of server in any domain.  For all domains checked, the build list process will enumerate each machine in that domain and check it to see if any of the server type options apply.  If any server type option applies, the machine name will be added to the file.
4. IP Range -  The user can look for any type of server in any IP Range.  For all IP Ranges supplied, the build list process will enumerate each machine in that domain and check it to see if any of the server type options apply.  If any server type option applies, the machine name will be added to the file.  Note:  The IP Range and the In Domain selections are not exclusive.  The build list process will first walk all Domains in the In Domain regardless of any IP Ranges provided.  When the domains are complete, the process will then walk all IP Ranges provided regardless of any domains checked.
5. Custom Files - All files created by clicking the >> button will be added to this list (and any previously created file if 'Remember Scan Settings' is turned on).  The user can then filter out which files to use by checking or un-checking any of the files found in this list.  This allows the user to save several custom machine files and only scan the desired files during the specified scan.  This list supports full drag and drop support for file operations.
Custom File Options - The user has several options available to them regarding the Custom File List.  The user can import any previously created files by clicking the 'Open' button.  You can edit any of the files in the custom file list by clicking 'Edit File'.  This will launch Notepad for a simple editor so that a network administrator could modify a machine list if desired.  Finally, you can email any of the files in the list using Microsoft Outlook by clicking the 'E-mail' button. 
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Overview:  This tab allows network administrators to add a custom list of machines and/or domains to the scan rules.
1. Scan the Entire Microsoft Network - This option, when checked, tells the scanner to ignore any other scan rules regarding which machines to scan (e.g. custom machine file lists, domain list, machine list, IP address list, and IP range list).  It will simply tell the scanner to enumerate every domain on the network and enumerate every machine on each of those domains when scanning.
2. Machine/Domain Search - By navigating through this tree, the user can select any domain and/or machine by checking the node associated.  Then if the user clicks the >> button, all selected domains and/or machines will be populated in the correct list (either Domain List or Machine List).
3. Direct Entry - If the user does not wish to drill through the navigation tree, you can simply type in a domain name and/or machine directly.  This rules dialog will not validate that the machine or domain name is correct, it will simply add it to the list and the scanner will validate that the machine name is valid at scan time.
4. Domain List - All domains added from the user will appear here.  You can remove a domain by selecting one or more and clicking the << button, double clicking selected domain(s), or by hitting the delete key.  This list supports full drag and drop support for text containing domain names and also all cut-copy-paste functionality.
5. Machine List - Identical to the Domain List except it contains all machines added by the user.
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Overview:  This tab allows network administrators to add a custom list of IP Addresses and/or IP Ranges.  Any IP Address or IP Range will not be validated by the scan settings.  The scanner will attempt to contact the supplied IP values and determine at scan time whether or not the input was 'valid'.
1. Addresses - The user will use this input control to add single IP Addresses to the scan configuration.  Simply type in a valid IP address (three segments 0-255 inclusive) and hit Enter or the >> button and the IP address will be added to the list.
2. IP Range - The user can use the Low and High input controls to enter a IP Range so that the scanner will attempt to scan an entire range.  The controls behave identically to the Single Address input control.  Simply enter a valid IP Address in each control and hit Enter or the >> button.
3. Addresses List - All IP Values (Single Address or Range) added from the user will appear here.  You can remove a value by selecting one or more and clicking the << button, double clicking selected value(s), or by hitting the delete key.  This list supports full drag and drop support for text containing IP Addresses or IP Ranges and also all cut-copy-paste functionality.
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Overview:  This tab allows network administrators to define the file input rules (e.g. the XML Patch file, a user created Domain List file, a user created IP Address file, and/or a user create IP Range file).
1. MS XML Patch Filename - The user can set which XML file the scanner will use to locate information about security bulletins.  It is suggested that you leave this blank and use the default XML file from Microsoft that will be downloaded at the time of the scan.  However, if you are scanning without a connection to the Internet, you can specify a local file name (e.g. the MSSecure.xml file downloaded during a previous scan) to override the default.
2. Domain Filename - The user can specify a file name containing a list of domains.  The file should be in the format of Domain Name separated by line feeds.  The scanner will then parse this file and attempt to enumerate each domain supplied.
3. IP Address Filename - The user can specify a file name containing a list of IP Addresses.  The file should be in the format of IP Address separated by line feeds.  The scanner will then parse this file and attempt to scan each IP Address supplied.
IP Range Filename - The user can specify a file name containing a list of IP Ranges.  The file should be in the format of [IP Low Address]-[IP High Address] (e.g. 1.1.1.1-1.2.2.2) separated by line feeds.  The scanner will then parse this file and attempt to scan each IP Address within the range supplied.

Step 3 - Viewing Reports - report criteria 
The Shavlik Technologies Network Security Hotfix Checker reporting interface was designed to provide the user with any filtering possibility desired.  When the user views a report, the first screen that appears is shown below.
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This report filtering screen allows the user to quickly view a report by only showing patches that are in the specified products (highlighted feature #1) OR are one of the patches selected in the list (highlighted feature #2).
Alone, these features make the Shavlik tool very powerful, however, if you click the 'Advanced' button, power users can set any criteria for a report that they wish.  This screen is shown below.
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Each report can have several criteria settings.  This tool allows for very powerful report filtering.  For each report, several fields will be listed on which criteria can be enforced.  You can use the common logic operators (e.g. =, >, <, <>, etc.) on all fields.  In some situations, certain fields have additional capabilities.  For example, date part evaluation (e.g. give results where a date field falls within the last N days/weeks/months etc.). 

Using the Report Criteria tool you can effectively drill deeper into your scan results and extract more meaningful information. 

Example 

You want to view all IIS Machines that are missing Patch Q12345.  Set up the criteria to contain the following 

1)  Product Name = 'Internet Information Services 5.0', and 

2) QNumbers = 'Q12345' 

Step 4 - Viewing Report Results 
The Shavlik Technologies Network Security Hotfix Checker report output provides a concise listing of all pertinent information.  The report output interface also allows some similar navigation features of the main screen interface.
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Features
1. Table of Contents Feature - By clicking the TOC toolbar button, the Table of Contents navigation pane will show or hide appropriately.  Using the Table of Contents pane, the viewer of this report can jump around the report in a much more efficient manor rather than simply paging through the report front to back.

2. Exporting Features - Each report can be saved in the following format by clicking File-Save As.  a) Shavlik Propiertary Format (retains TOC features and can be viewed only with the Network Security Hotfix Checker application), b) PDF Format, c) Rich Text Format, d) MS Excel Format, e) HTML Format, and f) TIFF Format.

 

Current Reports - Documentation is subject to change upon final product release.

· Patches by Machine - Listing report that displays all patch information group by Machine Name.  The displayed data is subject to report criteria settings.

· Patches by Machine Detail - A detailed listing of every patch found grouped by Machine Name.  For each patch, the entire summary and reason is listed in the report.

· Machines by Patch - Listing report that displays all patch information group by Patch QNumber.  The displayed data is subject to report criteria settings.

 
