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Providing Information Protection
Education-Training Programs 
& Support Services

ACCTTS, LLC - The Key to Stakeholder TRUST @ www.acctts.com


Q: What's our experience-based process to cover critical learning outcomes 
for “Security Incident Response Team” (SIRT) members or their alternates?

A: See overview diagram and these hyperlinked dimension descriptions:

- Understanding Risk Factors
- Coping Controls
- Investigating Skills


- Resolving Concerns
- Litigation Strategies





 HYPERLINK "http://my.octopus.com/view.oce?v=6B3937A27CD749E39C510BCF93ED8934" 
ACCTTS-SIRT Competency Certification “Roadmap”

via Cyber Attack Team Training Simulations (CATTS)

IPTTS-Product Plan-N27-2001.doc

Product Development Plan – IPTTS / Cyber Ethics / Technical

Course-ID
Topic
Length
Audience
ILT Price


Dimension One




A11S 
Info Protection for Execs 


4.5 hours
Sr. Mgmt.
$695

A11A
Quick Intro. to 
CyberCrime Fighting
2 hours
All Stakeholders
$125- $250

A11CA
How to AVOID 
Digital Disruptions
2 hours
All Stakeholders
$125- $250

A12S
Intro to Cyber Ethics
2 hours
Sr. Mgmt
$395

A12A
Intro to Cyber Ethics
2 hours
All Stakeholders
$400 - $500

Course-ID
Topic
Length
Audience
ILT Price


Dimension Two




A21S
Understanding , Intro
2 hours
Sr. Mgmt.
$395

A21A
Understanding , Intro
2 hours
All Stakeholders
$395

A21CS
Avoiding Identity Theft
2 hours
Sr. Mgmt.
$450

A21CA
Avoiding Identity Theft
1 hours
All Stakeholders
$250

A21SSA
ID Theft Survey Scorecard

Product not a Class
Web Tool
All Stakeholders
$75

A22
How to Build an Information  Security Awareness Program

(ISAP)
1 day
H/R, People Responsible for Awareness Program, Security Analyst,, IT Security, Sr. Sec. Analyst, IT Sec. Managers
$695 - $995

A23A
Security Technology
“Software Sabotage” Safeguards Survey


2 days
Network Admin., Security Analysts
$2200 -$2500

Course-ID
Topic
Length
Audience
ILT Price


Dimension Three




A31S
Closing GAPP: Intro

Six Essential Elements

(Requirements)

2 hours
Sr. Mgmt.

(Why & Where?)


A31A
Closing GAPP: Intro
Six Essential Elements
(Roles & Responsibilities)
4.5 hours
All Stakeholders
(What & Who?)


A32A
Launching SIRT Programs: Security Incident Response Teams
(Relationships & Results) 

1 day
See Overview for Dimension 3 

(How & When?)


A33B
Special SIRT 

“Learning Lab” Simulations 
1.5 day
See Overview for Dimension 3 

(How To Drills)


A32C
SIRT “Tune-up”
Annual Refresher 
& Assessments  
1.5 day
See Overview for Dimension 3 

(Team Tactics) Effectiveness)


A32D
SIRT Operational 
 Continuity Overview
2 hours
Containing Digital Disruptions?


A32E
Information Assurance &

Service Level Agreements
2 hours 



A32F
Information Assurance & Total Cost of Ownership
2 hours



Course-ID
Topic
Length
Audience
ILT Price

A32GS
BSI-7799 & ISO17799
Foundations (for Execs)
2 hours
Sr. Mgmt.


A32GA
ISO17799
Core Concepts 
& Case Studies
1 day
All Stakeholders


A33
Custom CobIT for SIRT
“Learning Labs”
http://www.isaca.org/cobit.htm

 
2 days
http://www.google.com/search?hl=en&q=CobIT+Lab+2001


Course-ID
Topic
Length
Audience
ILT Price


Dimension Four




A41S
Decision Traps & 
Digital Evidence of Computer Crime (DECC)

2 hours
Sr. Mgmt.
$950

A41A
1st Responder Guidelines

& SIRT Mobilization Matrix
4.5 hours
All Stakeholders
$1250

A41LSS
Legal Counsel 
DECC Orientation 
2 hours
Sr. Legal Counsel
$950

A41LSA
Legal Assistants
DECC Orientation  
4.5 hours
Legal Staff
$1250

A42A
Computer Forensics
Tools & Techniques
6-8 hours
SIRT Members
$1500 

$1800

A43S
Proactive Forensics Issues
2 hours
Sr. Mgmt./

Sr. Counsel
$950

A43A
Digital Data Mining &
CAAT Concepts for SIRT
6-8 hours
SIRT Members
$1500 

$1800

A43LSS
Electronic Discovery Issues 
2 hours
Sr. Mgmt./

Sr. Legal Counsel
$950

A43LSA
Digital Records Management Methods
4.5 hours
Legal Staff
$1250

A43LSB
FACT / IACIS Workshops
2.5 Days
Audit / Legal Staff
$2250

Course-ID
Topic
Length
Audience
ILT Price


Dimension Five




A51S
Digital Disruption Aftermath – Resolving SIRT Alerts
2 hours
Sr. Counsel & Mgt.


A51A
Avoiding Decision Traps Using "RIA*2" Process
RIA = Recoverability Impact Assessments for Reliability, Integrity & Availability
2.5 hours
All Stakeholders


A51CA

Custom


Information Assurance Cyber Attack Combat Simulator [CAC-SimLab]
4.5 hours
All Stakeholders


A51CS
Crisis & Consequence Management Scenarios 
for SIRT Alerts
2 hours
Sr. Counsel & Mgt.


A52
Operational Risk Management – ISO900x
& CIP Case Studies
4.5 hours
All Stakeholders


A52LS
TRUST 101 – Reducing Downstream Liability Exposures 
4.5 hours
Sr. Counsel & Mgt.


Course-ID
Topic
Length
Audience
ILT Price


Dimension Six




A61S
Litigation Strategies Overview

2 hours
Sr. Counsel & Mgt.

A61A
General Business Ethics Refresher

2.5 hours
All Stakeholders

A61CS


SIRT-MBC Survey Benchmarking

2 hours
Sr. Counsel & Mgt.

A61A-CIBER

Vertical Market
International Business Ethics

2.5 hours
All Stakeholders

A62CS
CyberEthics Cases – Recycling 
"Prior Lessons Relearned"
2 hours
Sr. Counsel & Mgt.


A62CA
Conducting An IPA (Info. Protection Assessments)

4.5 hours
All Stakeholders

A63
Litigation Support Practices – Tips, Tricks 
& Traps to Avoid
2 days
All Stakeholders
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